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& E-Commerce: Law and Jurisdiction, a major

international conference sponsored by the
Center for International Legal Studies (CILS), is
scheduled for October 11-14, 2001 in Salzburg,
Austria. One of the chief topics to be covered at
the event is a global look at privacy issues.
Mintz Levin attorneys Cynthia Larose and Amy
Bushyeager will participate in this discourse.
Further information on the conference will be
available soon on the CILS website,
www.cils.org.

The European Commission has adopted a
Decision that allows non-European Union (EU)
companies to enter into contracts with model
language that satisfies the adequacy require-
ment of the EU’s data privacy directive. These
“model” contracts are an alternative to register-
ing with the Department of Commerce under
the Safe Harbor agreement. Before adoption

of the model contract decision, the EU had
recognized only Switzerland, Hungary and the
U.S. Safe Harbor arrangement as ensuring
“adequate protection” for personal data trans-
ferred to countries outside the EU. The EU is
soliciting comments on the draft contractual
clauses until August 20, 2001. One troubling
feature of the model contract is joint and several
liability whereby the data importer and the data
exporter are liable for damages to the data
subject.

The financial privacy regulations under the
Gramm-Leach-Bliley Act went into effect on
July 1, 2001.

On July 6, 2001, the Department of Health and
Human Services issued guidance on the imple-
mentation of the Health Insurance Portability
and Accountability Act (HIPAA) medical privacy
regulations.
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Individual Privacy on the Internet

By Senator Ernest E. Hollings

Numerous polls indicate that Americans fear their privacy is not suffi-
ciently protected on the Internet. Last year, Business Week reported that
57 percent of Americans believe Congress should pass laws to govern
how personal information is collected and used on the Internet. While
industry claims that self-regulation is working, only 15 percent of those
polled by Business Week believed the government should defer to volun-
tary, industry-developed privacy standards.

The Federal Trade Commission (FTC) issued its most recent report on the
current state of Internet privacy in May of 2000, which recommended
federal legislation to safeguard consumer privacy on the Internet. This
recommendation carries with it particular credibility in light of the FTC’s
record of extensive analysis on this issue and its prior recommendations
to allow self-regulation a chance to work. Congress is now charged with
devising the most prudent and efficient response. The debate is focused
primarily on the issue of whether “opt-in” or “opt-out” consent mecha-
nisms should be used.

Privacy experts argue that opt-out is not a real choice. I agree. If individuals
have to opt out, they will have difficulty making informed choices to pro-
tect their privacy as they attempt to determine what each company is
doing and whether to opt out of those practices. The single incentive for
preventing consumers from opting out is financial gain. E-commerce leaders
will tell you that individual data is an extremely valuable commodity in
their industry. Many companies operating on the Internet employ privacy
policies that allow for the sale of customer data they collect unless an
individual specifically requests otherwise. That data can include sensitive
personal information such as financial or medical information about an
individual.
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Mintz Levin is honored to publish this piece by Senator Ernest E Hollings (D-SC).
As Chairman of the Commerce Committee, the Senator is a leader in the privacy
debate on the Hill.
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In my opinion, an opt-in regime is the only intelligent
choice. That means companies must obtain prior
consent from users before collecting and using or
distributing personal information. It grants individ-
ual Internet users, not companies, control over their
personal information on the Internet and squarely
places the burden on the companies, where it belongs.
A recent survey by the Pew Research Foundation
revealed that 86% of Internet users want opt-in on
the Internet.

Industry claims that we are confusing the issue, that
information gathering helps companies “enhance,
personalize, and customize” people’s experience on
the Internet and we should welcome such practices.
But when individuals visit sites on financial or health
issues, most of them are interested in anonymity,

not personalization.

A consumer’s access to his or her personal informa-
tion should also be a priority. After all, how can you
protect the privacy of your personal information if
you don’t know what others are looking at? While
companies profile individuals to build their data
bank and supposedly “customize” services, those
individuals often do not have access to review, cor-
rect or supplement their profiles. As with opt-in,
industry claims that granting access is too burden-
some, yet facts suggest otherwise.

Some successful companies are already offering
opt-in in some form: the search engine AltaVista,
shopping tools Dash and AllAdvantage.com and
the household reminders e-mail service, LifeMinders.
Secondly, reasonable access requirements already

work in the credit card industry pursuant to the Fair

)

Credit Reporting Act. Given that some major Inter-
net companies, like AOL and Microsoft already
provide some form of access, the industry will not

be burdened by having to meet reasonable access
requirements. If the FTC felt an access requirement
were too burdensome for some smaller companies,
or for start-ups, they could of course lessen, or waive
the requirement.

Finally, contrary to claims by industry, legislation
cannot possibly shackle the Internet. The experts
know this. John Chambers of Cisco Systems predicts
that by 2010 a quarter of the world’s global com-
merce will be conducted on the Internet. No legisla-
tion could ever stop, stifle, or thwart this inevitable
progress. Arguments to the contrary are simply
attempts to thwart our progress in protecting

individuals’ privacy.

It would be irresponsible for Congress to turn a
deaf ear to the overwhelming public demand for
privacy controls on the Internet, regardless of the
objections voiced by some Internet companies. By
building a basic privacy framework and giving con-
sumers greater control over their personal informa-
tion, we will help to boost user confidence—and, by
all indications, that’s good business for everyone.



Mintz Levin attorneys have been influential in the devel-
opment of portions of federal privacy statutes, as well as
numerous corporate policies for clients in a range of

industries. Many of our attorneys counsel clients on a _ ) . ) o
Mintz Levin and ML Strategies provide legal, legislative
day-to-day basis regarding their privacy policies and and consulting expertise on privacy as it relates to many
have drafted policies for those same clients to help issues. If you would like further information, please
contact the Mintz Levin attorney who regularly handles

ensure they avoid litigation and negative publicity while your legal affairs, or one of the attorneys or senior pro-

operating in accordance with the growing body of federal fessionals listed below.
and state privacy statutes. Among our attorneys are sev- Privacy Regulation
. . e . . Neil H. ArONSOMN ..vuveeeeeeeeeeeeeecreeeenns 617 348 1809
eral with extensive legislative and policy expertise, Franklin Blackstone III .................... 703 464 8144
including an individual who served the Clinton Adminis- Amy L. Bushyeager ...........ccccueue... 202 434 7479
. . . . . Gordon R. Caplan............eeeueeeuennee. 212 692 6702
tration as Senior Advisor to the Chief Counselor of Privacy Jobn M. Deleh@nty oo 212 692 6703
at the White House and most recently as Special Counsel Robert Duggan ...........ooccevecvvuccnnnnns 617 348 1780
. Christopher J. Harvie .........cccocueeuen. 202 434 7377
to the General Counsel of the United States Department Passl A. HUGDES —evvrreereeeeeeeeeeeereeeeee, 203 787 6320
of Commerce. In these Capacities’ she was responsible ]ulze E. KOfOStOff. ............................. 617 348 1638
. . . . Fernando R. Laguarda...................... 202 434 7347
for managing all issues regarding privacy and cyber Cynthia ]. LArose..........oooveeevveereeeee. 617 348 1732
security, including the Executive Branch’s compliance Adrienne C. Lavallee ....................... 202 434 7362
Frank J. Marco .....cccoocevceeceenennecnne. 203 787 6310
with the Children’s Online Privacy Protection Act (COPPA). Britce D. SORIEr ....veeeeevreeerrerrrreneenes 202 434 7303
Among the senior professionals Of our Consulting afﬁliate Howard ] Symons ............................ 202 434 7305
Tvan S. WoOl .....uccveeeeeeeeeecieeeeeeennn, 212 692 6757
ML Strategies, LLC with close ties to lawmakers on Capi- Wayne M. Zell.....cooovevveeneieneennne. 703 464 8135
tol Hill, is an individual who served for six years as Chief Health Privacy
. Michael D. Bell ........cooeeueeevenvueannn. 202 434 7481
of Staff to Senator John Kerry, a sponsor of the McCain- Wi D.BAo R W 617 348 1784
Kerry proposal on privacy. His experience in helping to Susan W. Berson........ 202 661 8715/212 692 6750
, L . Raymond D. Cotton ...........cceueuuene. 202 434 7322
shape Senator Kerry’s legislative policy led to close Erin Lewis Darling ..........ccoeeeeueeene 202 434 7478
relationships with many of the individuals on Capitol Hill Hope S. FOSter ....cueeeeunevnueeeanaannees 202 661 8758
Elizabeth Brody Gluck .................... 617 348 1871
who continue to shape privacy policy. We are continually Ellen L. JAn0Ss ....ovveevveeeeeeeeeressrsseenn. 617 348 1662
monitoring the progress of regulations Working their way Rebecca A. Mattheu/s. ...................... 203 787 6329
Laura |. Oberbroeckling .................. 202 434 7333
through the federal and state legislative processes so Privacy Litigation
that we may assist clients in developing proactive poli- Susan L. BUrRe .......cccooeeeecveeeceneanns 202 661 8707
) i . ., Michael S. Gardener .........uueeeeeeen.... 617 348 1642
cies which respond appropriately to the regulations Kevin M. McGinty....ccovueveeeresrennensn. 617 348 1688
proposed requirements_ Laurence A. Schoemn........cuccuevunnnn... 617 348 1764
Employment Privacy
Jennifer B. Rubint ......cccuvveeueveueannnn. 203 787 6324
Teresa Burke Wright .....cccceveeeueene.. 202 434 7341
Legislative Privacy Strategies
RaIGCEIEMIEIOD e ... ... onseneeenes 202 434 7407
MNTZ LEVIN e iicr.......................... ... 202 434 7346

Public Relations Strategies
COHN F ERRIS M I , Jason D. Glashotw ............ccceeeeenee... 617 348 1667

CLOVSKY AND - ST




One Financial Center

Boston, Massachusetts 02111
617 542 6000

617 542 2241 fax

701 Pennsylvania Avenue, N.W.
Washington, D.C. 20004

202 434 7300
202 434 7400 fax

11911 Freedom Drive
Reston, Virginia 20190
703 464 4800

703 464 4895 fax

666 Third Avenue

New York, New York 10017
212 935 3000

212 983 3115 fax

157 Church Street

New Haven, Connecticut 06510
203 777 8200

203 777 7111 fax

MmNtz LEVIN

8OHN FeRrris M L

LOVSKY AND
Poreo rc STRATEGIES

Copyright© 2001 by Mintz, Levin, Cobn, Ferris, Glovsky and Popeo, P.C.



