
Healthcare professionals are 

generally eager to embrace 

a new technology that helps 

them to better serve patients. One 

technology increasingly employed 

is the so-called Radio Frequency 

Identifi cation (RFID). Consumers may 

be familiar with RFID devices used 

in “SpeedPass” toll passes, and the 

technology is also used by companies 

to track inventory. An RFID system 

typically consists of a tag/transponder 

and a reader/transceiver. The tag is a 

microchip with an antenna and unique 

identifying information. Using radio 

frequencies, the reader sends a signal 

to the tag and the tag responds with the 

requested information.

Devices in use today employ 

frequencies designated for unlicensed 

operations, which permits their use 

without authorization from the Federal 

Communications Commission (FCC), 

although the devices must meet certain 

FCC specifi cations before they can 

be marketed to consumers.1 RFID 

devices can be worn externally or 

implanted and, when read, can provide 

information regarding a patient’s 

identity and medical information.

While RFID presents some 

exciting opportunities, the utility of 

the technology is limited because the 

information contained in the RFID 

transmitter is generally unchanged once 

it is imprinted in the device. Moreover, 

even RFID devices that can be re-

programmed only reveal information 

that was available at the time the 

transmitter was programmed. RFID 

cannot provide healthcare professionals 

with real-time information about a 

patient’s condition.

Other wireless technologies permit 

the use of devices that can wirelessly 

transmit such real-time information. 

For instance, the ApexPro wireless 

medical telemetry systems by GE 

Healthcare operate in the so-called 

Wireless Medical Telemetry Service. 

In this service, patient information 

is transmitted from remote devices 

to a central monitoring location in 

a hospital or other medical facility.2  

Other examples of devices utilizing 
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FCC recognized that a design was 

possible that complied with its rules, 

however, it did not wish to disrupt the 

availability of such devices by requiring 

Respironics to remove them from the 

market. Instead, it granted a period of 

one year for Respironics to design a 

compliant device. 

Boston Scientifi c is developing a 

next generation of devices, such as 

pacemakers, for cardiac patients.13 Like 

Respironics, Boston Scientifi c sought 

a waiver to continue to market non-

compliant devices until it developed 

the next generation of compliant 

devices. Although Boston Scientifi c 

sought eight to 10 years to do so, 

the FCC granted it three years. The 

FCC reasoned that the public interest 

necessitated a more expeditious 

development and, if Boston Scientifi c 

could not provide it, the market would 

most likely do so.14

FDA’s Role in 
RFID Devices

Depending on the intended use of 

an RFID or other wireless device, a 

medical device may also be subject 

to regulation by FDA. A medical 

device is defi ned in pertinent part as 

an “instrument, apparatus, implement, 

machine, contrivance, implant, in vitro 

reagent, or other similar or related 

article, including any component, part, 

or accessory, which is … intended 

for use in the diagnosis of disease 

or other conditions, or in the cure, 

mitigation, treatment, or prevention 

of disease, in man … which does not 

achieve its primary intended purposes 

through chemical action within or on 

the body of man … and which is not 

dependent upon being metabolized for 

the achievement of its primary intended 

purposes.”15 This means that if the 

device is to be marketed with claims 

of medical utility, such as to provide 

access to medical information that will 

assist medical personnel in diagnosing, 

monitoring, or treating an illness or 

condition, it will be treated as a medical 

device and will be subject to premarket 

notifi cation under Section 510(k) of 

the Federal Food, Drug, and Cosmetic 

Act  (FDCA) or FDA approval of a 

premarket approval application (PMA). 

A 510(k) premarket notifi cation 

must demonstrate that a device is 

substantially equivalent to another 

legally marketed device that does 

not require PMA. The PMA process 

is more complex, and must provide 

more scientifi c evidence than a 510(k), 

including clinical data, that a device 

is safe and effective for its intended 

purpose. 

One of the fi rst FDA-approved uses 

of radiofrequency signal transmitters 

and receivers was for the transmission 

of a patient’s physiological signals, 

such as electrocardiographs and 

other vital signs over the telephone 

lines to a healthcare provider. These 

devices came to market via the 510(k) 

procedure.16 Subsequently, FDA 

cleared an RFID tag that is placed 

on a patient’s skin prior to surgery to 

minimize the likelihood of wrong-site, 

wrong-procedure, and wrong-patient 

surgeries.17 Another device that was 

cleared by FDA is an implantable 

RFID microchip containing a unique 

electronic identifi cation number that 

is used to access patient identity 

and health information stored in a 

database.18 This application, although 

not widespread, has interesting 

potential applications for individuals 

with chronic health conditions and 

allergies. It could also be useful for 

patients who are unconscious or 

otherwise unable to communicate with 

providers upon arrival at the hospital. 

However, it has also raised concerns 

about the privacy and security of 

personal health information (PHI). It is 

interesting to consider whether or not 

such an application presents privacy 

risks beyond those associated with 

conventional medical records systems. 

Access, use and disclosure of 

medical information is presently 

governed at the federal level by the 

Health Insurance Portability and 

Accountability Act of 1996 (HIPAA) 

and by state privacy laws that may be 

stricter than HIPAA. HIPAA dictates 

standards for maintaining both the 

privacy and the security of PHI, 

and applies to “covered entities” or 

healthcare providers who possess or 

transmit PHI. 

An RFID chip containing an 

identifi er that leads to a fi le in a 

database appears to fi t within the 

existing regulatory scheme. In this 

instance, it is the database that contains 

the PHI, not the chip, and the access, 

use, and disclosure of the database 

information as well as its security 

would be governed by HIPAA. The 

risk of inappropriate access to the 

database does not appear to differ 

from the risk of inappropriate access 

to a conventional paper or electronic 
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