
New Final HIPAA Regulations 
Emphasize Flexibility
With the recent publication of its rule on Security Standards and the first install-
ment of its enforcement procedures, the United States Department of Health and
Human Services (HHS) continues its implementation of the Administrative Sim-
plification requirements of the Health Insurance Portability and Accountability 
Act of 1996 or HIPAA. 

The federal Privacy Rule, which governs the use and disclosure of Protected 
Health Information (PHI), has received the most attention among the HIPAA
requirements. However, in addition to the Privacy Rule, which had a compliance
date of April 14, 2003, HIPAA also mandated the adoption of standards for certain
basic transactions that are done electronically, a requirement that will become
effective on October 16, 2003. The final Security Standards and the Enforcement
Rule are additional pieces to the HIPAA puzzle. These new rules make clear, as
HHS stated in the recent enforcement rule, that “the duty to comply with certain
of the HIPAA rules is now a reality for many, if not most, covered entities.”

The Security Standards and the Privacy Rule
The Security Standards were released this winter with little fanfare, four and one-half
years after the proposed rule was first published. Like the Privacy Rule, the Security
Standards will require covered entities to conduct an internal review and gap analysis
and implement remedial measures to ensure compliance with the regulatory require-
ments. The good news is that HHS, both in the preamble to the regulations and in
security-related teleconferences, has stressed that the requirements are “scalable” and
that implementation should be reasonable under the given circumstances. 

The Security Standards are designed to protect the integrity, confidentiality, and
availability of electronic PHI and are “inextricably linked” to the Privacy Rule.
However, the scope of Security Standards differs from that of the Privacy Rule.
Specifically, in contrast to the Privacy Rule, which governs all forms of PHI, the
Security Standards regulate only PHI that is maintained or transmitted using elec-
tronic media such as computers and computer networks, optical and magnetic stor-
age, and the Internet. Thus, according to the preamble, a paper fax sent using a
standard fax machine would not be electronic PHI, but the same information
scanned and faxed using computer software would be. 

Overview of the Security Standards
The Security Standards are predicated on three basic principles: (i) comprehensive-
ness; (ii) scalability; and (iii) technical neutrality. With respect to comprehensiveness,
the Security Standards are intended to address and coordinate all aspects of security
and require the implementation of administrative, physical, and technical safeguards.
The specific standards contained in these broad categories (a total of 18) range from
the designation of assigned security responsibility (e.g., a Security Officer) to “visitor
control” to encryption. Thus, despite common perceptions, the Security Standards
reach well beyond a covered entity’s computers and telecommunications equipment. 

Perhaps most significant to covered entities is the principle of scalability. Similar to 
the reasonableness standard that permeates the Privacy Rule, the concept of scalability
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allows a covered entity to implement security
safeguards that are appropriate to its specific
needs, identified security risks and vulnerabil-
ities, and the environment. Indeed, the sub-
section of the regulations entitled, “Flexibility
of approach,” provides that covered entities
may “reasonably and appropriately” imple-
ment the regulatory requirements. When
deciding which security measures to use, an
entity must take into account the following
factors: (i) the size, complexity, and capabili-
ties of the covered entity; (ii) the covered
entity’s technical infrastructure, hardware,
and software security capabilities; (iii) the
costs of security measures; and (iv) the proba-
bility and criticality of potential risks to 
electronic PHI. Consequently, what is
required for a small physician practice will
differ significantly from what is needed for a
large, national insurance organization. 

This scalability concept is further reflected
in HHS’s approach to implementation of
the specific standards themselves. Unlike
the proposed rule, in order to promote flex-
ibility HHS adopted both “required” and
“addressable” implementation specifica-
tions. When a standard includes required
implementation specifications, a covered
entity must implement the specification 
as written. However, when a standard is
addressable, a covered entity must “[a]ssess
whether each implementation specification
is a reasonable and appropriate safeguard in
its environment, when analyzed with refer-
ence to the likely contribution to protecting
the entity’s electronic protected health
information.” The entity then must imple-
ment the specification or, if implementa-
tion is not reasonable and appropriate,
document its rationale for not doing so. In
this regard, HHS provides: “[o]ur decision
to classify many implementation specifica-
tions as addressable, rather than mandatory,
provides even more flexibility to covered
entities to develop cost effective solutions.”

The third tenet on which the Security Stan-
dards are based involves technical neutrality.
The Security Standards do not require or
otherwise promote any one technological
solution over another. Nor does HHS pre-
scribe minimum requirements for the tech-
nology employed. For example, when asked
to establish a specific or minimum standard
for encryption, an addressable implementa-
tion specification, HHS explained that
“rapidly changing technology makes it
impractical and inappropriate to name 
a specific technology.”

In summary, while the Security Standards
will require covered entities to engage in 
an exercise similar to that performed for
privacy compliance, the requirements have
been streamlined, and covered entities are
afforded the flexibility to implement secu-
rity safeguards that are appropriate for the
organization.

First Installment of HIPAA
Enforcement Rules
The theme of flexibility and cooperation was
also reflected in the more recent Civil Money
Penalties regulation that was issued on April
17, 2003. Under the HIPAA statute, HHS
can impose civil money penalties for viola-
tions of its provisions. The penalties are up 
to $100 per violation, up to a maximum of
$25,000 for violations of the same require-
ment. The rule sets procedures by which
HHS may impose penalties upon covered
entities who violate the regulations and stan-
dards adopted under HIPAA’s Administrative
Simplification provisions (e.g., the Privacy
Rule, Security Standards, Transaction and
Code Set Standards). The procedures that
HHS would follow in seeking such penalties
will closely track the procedures used by the
Office of Inspector General when it seeks
civil money penalties for violations of the
fraud and abuse laws. 

The Office of Civil Rights (OCR) will
administer and enforce the Privacy Rule,
while the Centers for Medicare & Medicaid
Services (CMS) will administer and enforce
the remaining HIPAA rules. Both OCR and
CMS intend to approach enforcement issues
by seeking voluntary compliance from cov-
ered entities, and by providing technical assis-
tance to aid in compliance efforts. Although
the rule is an interim final rule, comments
may be filed until June 16, 2003.

HHS states that this new set of rules is only
the first installment of what it expects will be
an “Enforcement Rule,” which will eventually
set out all of the procedural and substantive
requirements related to the imposition of civil
money penalties. The most significant thing
about the current regulation, however, is
HHS’s restrained approach to the imposition
of penalties. The regulation emphasizes that
HHS intends to seek voluntary compliance
with the rules and that it will seek to issue
guidance and technical assistance to help cov-
ered entities comply with the Privacy Rule
and other HIPAA standards. To the extent
that issues arise, HHS states it will seek to
resolve them by informal means before taking
more serious actions. The primary driver of
enforcement activities will be complaints
received by the Department. To the extent
complaints reveal problems that entities need
to address, the rule states that entities will be
given opportunities to demonstrate compli-
ance and to submit a corrective action plan.

Thus, HHS appears to acknowledge the sig-
nificant change in health care operations
being brought about by HIPAA, and seems to
be going out of its way to signal that it will be
reasonable in enforcing the new requirements,
and in seeking penalties for noncompliance.

* * * * *
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