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New California Privacy Law Requires All
Web Sites to Post Privacy Policies

All companies that sell online to California consumers must post a privacy
policy by July 1, under a first-of-its-kind law enacted by the Golden State.

The California Online Privacy Protection Act of 2003 applies to any company
or person who conducts business with California consumers via the Internet
and collects their personal information. Personal information includes names,
physical addresses, e-mail addresses, telephone numbers, Social Security
numbers or any other identifier that permits the physical or online contact of
an individual residing in California.

Violations occur if a web site operator or online business does not post a
privacy policy within 30 days of being notified of non-compliance, or if the
operator fails to comply with its own posted policy. It is expected that the
new law will be enforced through the California Unfair Competition Law
by the California attorney general, district attorneys and certain local
government attorneys.

The California law follows a trend of stricter enforcement at the federal level.
In recent months, the Federal Trade Commission has waged four cases against
companies that misrepresent the security of consumers’ personal information.
In one recent case, a large entertainment company agreed to settle FTC charges
that a security flaw in the company’s Web site exposed customers’ personal
information to other Internet users, in violation of the company’s own privacy
policy representations and federal law.

According to an FTC press release, the settlement will bar misrepresentations in
the future, require the company to implement an appropriate security program,
and require audits of its web site security every two years for ten years by a
qualified third-party security professional. If the company does not comply
with the settlement, it is subject to fines of $11,000 per violation, the release
said. These settlements, along with other releases by the FTC, make it clear
that the FTC will consider misrepresentations in published privacy policies to
be unfair trade practices and will treat them as such.

Compliance with New California Law

To comply with the California law, a web site operator must “conspicuously
post” its privacy policy and the policy’s effective date. The policy should be
posted on a company’s home page or on the first significant page after entering
the Web site. The law outlines a number of other detailed criteria.
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The privacy policy itself must do several things:

e I[dentify the personal information the business collects
and the third parties with whom it may share the
information;

e Describe the process by which a consumer may request
changes to his or her personal information; and

e Describe the process by which the business notifies
consumers of material changes to the privacy policy.

Review Your Privacy Policies

The first step should be to audit the collection and use of
personally identifiable information collected via your Web
site or online service. Such a review should include input
from each area of your business that uses or has access to the
information, including sales, marketing, billing, accounting
and IT. You cannot know or accurately describe in a
privacy policy what is being done with the information
without this review. An accurate description of the process is
critical to compliance with both California and other privacy
and privacy-related laws.

Following a review, you should create internal policies and
procedures for the use and maintenance of the personal
information your company collects. Documenting privacy
policies not only helps your company comply with privacy
laws and company procedures, it also provides for a smooth
transfer of personally identifiable information should your
company, Web site or online service be sold.

Mintz Levin has prepared an extensive Privacy Audit
Questionnaire to assist with an internal privacy review, and
is experienced in drafting privacy policies to comply with
applicable federal and state laws, including the new
California law.

Please contact Cynthia Larose at 617-348-1732
(clarose@mintz.com), Ivan Wool at 212-692-6757
(iwool@mintz.com) or Michael Bisignano at 202-434-7379

(mbisignano@mintz.com) for assistance.
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Mintz Levin and ML Strategies provide legal, legislative and
consulting expertise on privacy as it relates to many issues. If
you would like further information, please contact the Mintz
Levin attorney who regularly handles your legal affairs, or
one of the attorneys or senior professionals listed below.

Privacy Regulation

Neil H. ATONSON..cueeeeaeeneieeeeeeenaene 617 348 1809
John M. Delehanty..........cccceeeueenne.. 212 692 6703
Robert Duggan .........cceeeeeeevecvenunnne 617 348 1780
Christopher ]. Harvie 202 434 7377
Laura A. Huber ..........cccocueveveueennne. 617 348 1856
Julie E. KOTOStOff cecveeeveecveisienueannenn 617 348 1638
Fernando R. Laguarda .... 202 434 7347
Cynthia J. Larose ........cccceeeeeeeecueenen. 617 348 1732
Bruce D. SORIer ......ccoeeueveeveencannnnne. 202 434 7303
Howard ]. Symons 202 434 7305
Tvan S. WoOl.......ccccoevevvevceveneninncnne 212 692 6757
Health Privacy
Michael D. Bell ..........cccccuevueeuuennne. 202 434 7481
Linda D. Bentley .......ccccoceveeenuennnne. 617 348 1784
Susan W. Berson ........ 202 661 8715/212 692 6750
Raymond D. COtton.....cueeeveevueeeuenn. 202 434 7322

202 661 8758
617 348 1662
202 661 8739

Hope S. Foster
Ellen L. Janos..................
Peter M. Kazon

M. Daria Niewenhots ...................... 617 348 4865
Privacy Litigation

Michael S. Gardener...............ccuu....... 617 348 1642

Kevin M. McGinty 617 348 1688

Laurence A. Schoen ..............ccueun..... 617 348 1764

Employment Privacy
Jennifer B. Rubin ...... 203 787 6324/212 856 8960

Legislative Privacy Strategies
David J. Leter .....cceeeeeeeceeseveeenaenne 202 434 7346

Public Relations Strategies
Jason D. Glashow .........cccecueeeueennen. 617 348 1667



mailto:clarose@mintz.com
mailto:iwool@mintz.com
mailto:mbisignano@mintz.com
http://www.mlstrategies.com


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


